Alen Sebastian
alensebastian.in | +91 6238983002 | alensebastian632@gmail.com |_LinkedIn

Cybersecurity professional specializing in ethical hacking, red teaming, and offensive security.
Experienced in adversary emulation, phishing simulations, vulnerability assessments, and penetration
testing across diverse environments. Active participant in Capture the Flag (CTF) competitions and
security communities, applying hands-on experience from labs and real-world simulations to strengthen
technical expertise. Dedicated to continuous learning, offensive tactics, and staying ahead of evolving
threats. Eager to contribute to a forward-thinking security team where innovation, collaboration, and
impact matter.

EDUCATION

Marian College Kuttikkanam Autonomous 2021- 2024
Bachelor of Computer Application’s

ST. Thomas HSS Erumely 2019 - 2021
Higher Secondary Certificate

Little Flower Public School Kollamula 2018 - 2019
High School Certificate

EXPERIENCE

Gladius & Schild 2024 - present
Security Consultant (Cybersecurity & Assurance Services)

e Conducted Vulnerability Assessment and Penetration Testing (VAPT) across web applications, internal and
external networks, and Android applications.

e Led two security assessment projects, managing execution and final reporting.
o Performed red team activities, simulating real-world adversary techniques to assess detection and response.

e Designed and executed phishing simulation campaigns to evaluate employee security awareness.

CERTIFICATIONS

e Junior Penetration Tester V2 (eJPTV2) (2025)

e Certified AppSec Practitioner v2 (CAP) (2025)

e Certified Network Security Practitioner (CNSP) (2025)

e APIsec Certified Practitioner (ACP) — From APlIsec University (2025)

e Ethical Hacker — From Cisco (2023)

SKILLS & INTERESTS

Skills: Penetration Testing, VAPT, Web and Network Security, Android Security, Vulnerability Management, SQL
Injection, Network Exploitation, Social Engineering, Phishing, Linux, loT Security, Risk Exposure Management,
Technical Security Awareness.

Interests: Reading, listening to music, Writing, Building PC’s, Watching Movies, Bug Bounty Hunting, Doing CTF
challenges.
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